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Today, everybody is the target of successful cybercrime
business models and the average cost of a single
incident has climbed to EUR 2 million for a 500-strong
company. The inability of a traditional detection
technology to detect advanced attacks has resulted in
more than 200 days needed to detect a breach.

Reduce 200 days to mere minutes

By deploying 24x7 managed security monitoring, incident
detection, and incident response services, you can reduce
these 200 days to minutes, and respond in time to contain or
completely prevent a catastrophic breach. Conscia
Cyberdefense XDR is a fully integrated solution that provides
you with incident detection and response capability, based
on the technology vendor of your choice.

Your preferred technology combined
with our expert team

Conscia Cyberdefense XDR uses your preferred security
technology to deliver advanced managed services. By
integrating the features of the Microsoft or Palo Alto
Networks security stacks with our SOC platform and expert
team, we maximize your license investment, while providing
state-of-the-art detection and response services.

Conscia Cyberdefense XDR Services

Conscia Cyberdefense XDR services provide the following core managed

capabilities:

e 24x7 security monitoring,
triage, and investigation.

e 24x7 active threat hunting.

e 24x7 on-demand incident
response services.

e 60-minute time-to-detection
and time-to-response SLA for
critical events.

e Continuous vulnerability
assessment to help your IT
department efficiently
remediate critical risks.

e Prioritization of analysis and
notifications based on
customer-specific business
impact.

e On-premises and cloud asset
coverage.

Grow at any time

Expertly-evaluated incident
notifications.

Expertly-curated monthly re-
ports with security improvement
recommendations.

Access to a customer portal.

Data source and false positive
tuning.

Weekly or flash threat reports
on emerging threats.

Integration with service desks
and ticketing.

Management of your security
platforms.

Long-term data retention.

Whenever you need to increase the scope of your risk management, we

are ready to extend our defensive cloak. You can easily upgrade to

Conscia Cyberdefense Enterprise service to enjoy the following additional

capabilities:

e \Vertical-specific detection solutions for financial, industrial/
manufacturing, and healthcare environments.

e Managed red teaming and penetration testing.

e Data leakage detection of your sensitive documents and credentials on

the dark and clear web.

e Reliable response automation to accelerate preventive activity.

e Incorporating your network defenses, applications, and other data
sources into the security monitoring service.

Conscia Cyberdefense
XDR Technology Stacks

Microsoft
e Defender for Endpoint
e Defender for Identity
e Defender for Office365
e Cloud App Security

or

Palo Alto Networks
e Cortex XDR Pro
e Next Generation Firewall
e (Cortex Data Lake
e Prisma SaaS

We support both full or partial
technology stacks listed above.

Why choose Conscia?

e Decades of expertise
culminating in our analysis and
research team

e Extensive proprietary library of
attack detection rules
extending vendor offerings by
50% or more

e SANS GIAC-certified team and
IS0 27001 -certified facilities
and processes

e Country-local presence of
security experts

PlanNet21 is part of the Conscia Group, a leading provider of cybersecurity and managed services. We enable our customers
to operate efficiently and reliably in an innovative environment, by implementing class-leading and secure IT infrastructure
and solutions. Our mission is to provide solutions to our customers’ toughest challenges, so they can continue to compete,
lead and thrive into the future.

True cooperation and cost-optimization

24x/

Peace of mind

Our goal is to act as a seamless extension of your security
team: achieving a high level of cooperation, without imposing
any significant workload. The outcomes of our service will
provide you with knowledge to optimize your security
investments — based directly on our feedback from your risk

The Conscia group has more than 1300 employees serving some of the largest organisations within the financial services,
healthcare, and public sector from offices in 9 countries: Belgium, Denmark, Germany, Ireland, Norway, Netherlands, Slovenia,
Sweden, and the UK.
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